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New Regulation on Upstream Data
Management Could Spark New Investment

Backed with the intention to promote new investments in the oil and gas upstream industry, Indonesia’s
Minister of Energy and Mineral Resources recently enacted a new regulation? to replace the 13-year old
regulation on upstream oil and gas data management and utilisation?.

Among the highlights in the new regulation is the introduction of access proliferation of declassified
upstream petroleum data — the same vision that was set out by the previous regulation, but was
considered as lacking in implementation. Declassification of data would mean that data and information
would be more accessible, which in turn would lead to an increased control over exploration risks and
increased possibility and probability of a discovery.

However, the new regulation is an implementing regulation of Indonesia’s oil and gas law and upstream
business activities regulation® and consequently, the key regulatory restrictions (and sanctions) on data
remains. In fact, the 2019 regulation imposes more obligations on PSC contractors. Further, it gave no
definition of ‘upstream data’, and instead tasked the Minister to determine the scope of data to be
classified as such.

These key changes will be elaborated below.

What’s new?

Data centre

The Ministry of Energy and Mineral Resources has its own PUSDATIN, which is Indonesia’s Data and
Information Technology Centre. Under the new regulation, PUSDATIN is responsible to establish an
upstream data centre. This data centre is membership-based, although non-member can still access
information on general data and declassified raw data. Members enjoy additional benefit as they can

access declassified processed and interpretative data.

To ensure maximum benefit, the regulation allows one membership to be used by all affiliates of a PSC
contractor.

It is expected that the data centre platform will be live by February 2020.

1 Minister of Energy and Mineral Resources Regulation No. 7 of 2019 on Oil and Gas Data Management and Utilisation.
2 Minister of Energy and Mineral Resources Regulation No. 27 of 2006 on 0il and Gas Data Management and Utilisation.

3 Law No. 22 of 2001 on 0il and Gas and Government Regulation No. 35 of 2004 on Upstream Oil and Gas Business Activities,
respectively.
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Declassified data

Under the new regulation, declassified data consists of any data of an area that has been relinquished
by a PSC contractor or for which the confidentiality period has expired.

The confidentiality period of a data would depend on the granularity of the data:

No. | Type of Data Confidentiality Period

1. Raw Data 4 years from acquisition completion

2. Processed Data 6 years from processing completion
3. Interpretative Data 8 years from interpretation completion

Additional obligations for PSC contractors
In addition to regulating general survey and joint study, PSC contractors also receive new obligations.

Naturally, PSC contractors are required to purchase membership to the data centre and to comply with
new data administration, management, storage and formatting standards under the new regulation.
These requirements will, in turn, be elaborated further in a regulation that will be issued by PUSDATIN.

PSC contractors also have new reporting obligations to PUSDATIN (via SKK Migas), namely submission
of data within three months as of the completion of data acquisition, processing and interpretation and
annual report of its data management implementation. PSC contractors must also grant full access to
MIGAS, PUSDATIN and SKK Migas.

Interestingly though, the new regulation does not set out sanctions for failure to comply with the above
obligations. Specifically for violation of offshore data storage, the government may impose an
appropriate penalty. The latter seems to have been included as the government recognises the
inconsistent practice of the industry, particularly multinational oil companies, who often leverage their
offshore expertise in managing, processing, and storing upstream data.

To resolve this, the government has introduced an initiative called ‘Data Amnesty’, which requires PSC
contractors or other parties that are storing unaccounted upstream data to report such data within three
months after the enactment of the new regulation (e.g. up until November 2019) and to return the data
to PUSDATIN within one year as of the reporting. As an incentive for compliance, the government will
allow PSC contractors or other parties to keep copies of the data in question.

Remaining Key Regulatory Restrictions and Sanctions

In principle, upstream data belongs to the State and must be kept confidential within a certain period.
Both the Oil and Gas Law and regulation on upstream business activities prohibit disclosure of
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confidential data to a third party and offshore data storage, except if these activities have been approved
previously by the Minister.

Due to the broad language used under the law, the prohibition may cover physical or electronic data
disclosure, including disclosure to the bona fide financiers, market authority, scientific presentation, and
remote viewing.

Unlawful data transmission, delivery or transfer is punishable by a maximum one-year imprisonment of
a company’s management and/or a maximum fine of IDR 10 billion, which can be increased to IDR 13.3
billion if the fine is imposed against a corporation. In addition, a person may be subject to a maximum
of seven-year imprisonment under the Indonesian Criminal Code if they are found guilty of disclosing
State secrets — which may include upstream data.

Conclusion

As mentioned earlier, unlike the previous regulation, the new regulation leaves the scope of data being
classified under the law open to the Minister’s interpretation. In addition, the regulation also leaves the
standard of data management, administration, format and storing to be determined by PUSDATIN.
Unfortunately, investors would be keen on examining these two areas prior to making investment in
Indonesia.

Until further clarification from the Ministry and PUSDATIN is provided, it remains to be seen how the
new regulation would encourage new investments in the oil and gas industry.
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Our Regional Contacts

RAJAH & TANN | Singapor:

Rajah & Tann Singapore LLP
T +65 6535 3600
sg.rajahtannasia.com

R&T SOK &HENG | Cambodia

R&T Sok & Heng Law Office
T +85523963112/113

F +855 23963116
kh.rajahtannasia.com

RAJAH & TANN 375 LiE
SHANGHAI REPRESENTATIVE OFFICE | China

Rajah & Tann Singapore LLP
Shanghai Representative Office
T +86 21 6120 8818

F +86 21 6120 8820
cn.rajahtannasia.com

ASSEGAF HAMZAH &PARTNERS | [ndonesia

Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 31 5116 4560
www.ahp.co.id

RAJAH & TANN | Lao PDR

Rajah & Tann (Laos) Co., Ltd.
T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER &LEE ONG | Malaysia

Christopher & Lee Ong

T +60 32273 1919

F +60 3 2273 8310
www.christopherleeong.com

RAJAH & TANN NK LEGAL | Myanmai

Rajah & Tann NK Legal Myanmar Company Limited
T +959 7304 0763 / +95 1 9345 343 / +95 1 9345 346
F +951 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL
GUTIERREZ & PROTACIO (C&G LAW) | Philipp

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 8894 0377 to 79 / +632 8894 4931 to 32

F +632 8552 1977 to 78

www.cagatlaw.com

RAJAH & TANN | Thailand

R&T Asia (Thailand) Limited
T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | Vietnam

Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are
independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms

of engagement between the Member firm and the client.
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Assegaf Hamzah & Partners
Indonesia

Based in Indonesia, and consistently gaining recognition from independent observers, Assegaf Hamzah & Partners has established itself as a major
force locally and regionally and is ranked as a top-tier firm in many practice areas. Founded in 2001, it has a reputation for providing advice of the
highest quality to a wide variety of blue-chip corporate clients, high net worth individuals, and government institutions.

Assegaf Hamzah & Partners is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR,
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.

The contents of this Update are owned by Assegaf Hamzah & Partners and subject to copyright protection under the laws of Indonesia and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly

displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Assegaf Hamzah & Partners.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Assegaf Hamzah & Partners.

© Assegaf Hamzah & Partners | 6 ASSEGAF HAMZAH &PARTNERS | [ndonesia



