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More Details on the New Electronic
Systems and Transactions Regulation

Following up on our previous alert on the relaxation of data localisation requirement under Government
Regulation No. 71 of 2019 on Electronic Systems and Transactions (“Regulation”) (click here to read),
below are other key requirements that electronic system operators must comply with, including
mandatory registration and obligation to remove prohibited contents from their platform.

Mandatory Registration

Unlike previous regulation that only requires mandatory registration for electronic system operators
(“operators”) providing public services, under the Regulation, both public and private operators must
register themselves to the Ministry of Communications and Informatics (“Ministry”). It is important to
note that the latter category of private operators is quite broad and covers foreign operators who use or
operate an electronic system within the Indonesian jurisdiction. But the Ministry has verbally confirmed
that not all foreign operators are required to register. Mandatory registration only applies to foreign
operators with a significant number of customers or which conduct active marketing efforts in Indonesia.

While registration is free, an operator must also obtain an IT security certificate, e.g. 27001 1SO
certificate, ‘KAMI’ Index Ranking (Pemeringkatan Indeks Keamanan Informasi), or a similar certificate.
The absence of an IT security certificate would not prevent an operator from registering, but such
operator will have to submit a letter to the Ministry stating its commitment to obtain the necessary
certificates within one year as of the registration date.

Registration must be done prior to operating the electronic system. However, for existing operators that
are already operating their electronic systems but have yet to register with the Ministry, the Regulation
requires them to register themselves within one year as of 10 October 2019. Pending the transfer of the
registration to the OSS portal, the registration is still carried out online via the Ministry's website.

Removal of Prohibited Contents

Besides registration, the Regulation requires an operator to ensure that its platform is free from
prohibited contents. Under the Regulation, prohibited contents are classified into three major groups:

1. contents that are prohibited under the prevailing laws and regulations;
2. contents that are unsettling for the public and disturb the public order; and
3. contents that allow access to other prohibited contents.

Under the Regulation, an operator is expressly required to immediately ‘terminate access’ to any
prohibited content on its platform upon becoming aware of its existence. ‘Terminate access’ could mean
blocking of access, closing of the account that posted the prohibited content and/or removing content
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(takedown). This removal obligation only applies to operators who provide internet service,
telecommunication network or service, content and web hosting service.

While an operator is responsible to take certain measures against prohibited contents, it is also required
to terminate access to prohibited contents if requested by the Ministry. The Ministry could base its
request on a report from the public, another ministry and/or institution and law enforcement officers.
Until the Ministry issues follow-up implementing regulations, we have to rely on the previous
implementing regulations, especially on the timeline for termination of access, where internet service
providers are required to block access to websites listed in TRUST+! within one week or even 24 hours
in urgent situations.

In parallel, adopting the approach from the European Union’s E-Commerce Directive, operators can
utilise the safe harbour provision under the new e-commerce regulation (click here to read our alert on
the e-commerce regulation, which expressly exempts an operator from legal consequences of
disseminating or storing prohibited contents if such operator only acts as a mere conduit).

Sanctions

If an operator fails to register or take down the prohibited content, it may be subject to various
administrative penalties, ranging from fines to termination of access.

Although not specifically mentioned in the Regulation, a senior officer of the Ministry has verbally
indicated that the amount of fine for failure to terminate access to prohibited contents may be as high
as IDR 100 million per each prohibited content that has not been removed from an operator’s platform
if an operator has become aware of the existence of the prohibited content or has received a takedown
instruction from the Ministry.

Conclusion

Through the Regulation, the government has finally laid to rest the debate on registration. Nevertheless,
and despite the Ministry’s verbal confirmation, there is still some debate on which foreign operators are
subject to this registration requirement. Further, although registration can be done for free, the
requirement to obtain an IT security certificate may create a financial burden for small operators.

Meanwhile, the clarity provided under the Regulation on the responsibility of operators with regards to
prohibited contents in their platforms is certainly welcomed.

As the Regulation does not address the technical aspects of both the registration process and the
termination of access to prohibited contents, we expect that the government would issue further
implementing regulations in the near future.

1 TRUST+ is a list maintained by the Ministry of websites containing negative contents.
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Our Regional Contacts

RAJAH & TANN | Singapor:

Rajah & Tann Singapore LLP
T +65 6535 3600
sg.rajahtannasia.com

R&T SOK &HENG | Cambodia

R&T Sok & Heng Law Office
T +85523963112/113

F +855 23963116
kh.rajahtannasia.com

RAJAH & TANN 375 LiE
SHANGHAI REPRESENTATIVE OFFICE | China

Rajah & Tann Singapore LLP
Shanghai Representative Office
T +86 21 6120 8818

F +86 21 6120 8820
cn.rajahtannasia.com
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Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 315116 4550
F +62 31 5116 4560
www.ahp.co.id

RAJAH & TANN | Lao PDR

Rajah & Tann (Laos) Co., Ltd.
T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER &LEE ONG | Malaysia

Christopher & Lee Ong

T +60 32273 1919

F +60 3 2273 8310
www.christopherleeong.com

RAJAH & TANN NK LEGAL | Myanmai

Rajah & Tann NK Legal Myanmar Company Limited
T +959 7304 0763 / +95 1 9345 343 / +95 1 9345 346
F +951 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL
GUTIERREZ & PROTACIO (C&G LAW) | Philipp

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 8894 0377 to 79 / +632 8894 4931 to 32

F +632 8552 1977 to 78

www.cagatlaw.com

RAJAH & TANN | Thailand

R&T Asia (Thailand) Limited
T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | Vietnam

Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are
independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms

of engagement between the Member firm and the client.
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Assegaf Hamzah & Partners
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Based in Indonesia, and consistently gaining recognition from independent observers, Assegaf Hamzah & Partners has established itself as a major
force locally and regionally and is ranked as a top-tier firm in many practice areas. Founded in 2001, it has a reputation for providing advice of the
highest quality to a wide variety of blue-chip corporate clients, high net worth individuals, and government institutions.

Assegaf Hamzah & Partners is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR,
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.

The contents of this Update are owned by Assegaf Hamzah & Partners and subject to copyright protection under the laws of Indonesia and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Assegaf Hamzah & Partners.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Assegaf Hamzah & Partners.
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